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Overview

Overview

In an enterprise environment managed by Microsoft Active Directory, you can deploy
Saner Agent on endpoints using Group Policy Object — saving you the time and effort
needed to install the Saner Agent manually.

We will use Group Policy — a powerful Microsoft Windows operating system feature that
allows IT administrators to effectively manage and enforce system settings and
configurations on endpoints within an Active Directory environment.

Group Policies are organized into Group Policy Objects — that can be linked to domains,
sites, and organizational units. These group policies can be applied to user accounts
and computer objects within the AD environment.

This document provides you with instructions on how to deploy Saner Agent using
Group Policy Object.

The following steps are involved in Deploying Saner Agent using Group Policy Object.

Converting Saner Agent from. EXE format to. MSI format.
Creating a Shared Distribution Point.

Creating a Group Policy Object.

Uploading the Saner Agent in MSI format into GPO.
Deploying Saner Agents on Endpoints.

ahubdb=
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Converting Saner Agent EXE package to MSI

Converting Saner Agent EXE Package to MSI

Microsoft Active Directory only supports MSI packages that can be uploaded to Group
Policy Objects. We must convert Saner Agent from EXE format to MSI format.

Follow the steps below to convert Saner Agent from EXE format to MSI format.

Step 1: Log in to the Saner CVEM web console and download the Saner Agent for
Windows onto your computer.

Step 2: Download the MSI Wrapper tool using the below link and install it on your
computer.
https://www.exemsi.com/download/

Step 3: Once installed, launch the MSI Wrapper tool. Click the Next button.

".-j‘ MSI Wrapper 11.0.53.0 (unregistered version) — (m} x

Waelcome to the EXE to MSI converter wizard
Follow the steps in this wizard to convert your executable installer to an MSI file exemsi

This wizard will take you through the steps of wrapping your setup executable in an
MSI file.

You can use the Help button if you need more information on each step of the
process

Load Settings

Enter License Key Next > Cancel Help

) You have the latest version
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Converting Saner Agent EXE package to MSI

Step 4: Click the three dots button on the top-right of the screen and navigate to the
location where the Saner Agent folder exists.

‘\.-f MSI Wrapper 11.0.53.0 (unregistered version)
Executable

Select the setup executable you would like to convert to an MSI file. Also, specify the file
name and path of the MSI output file.

L=
exemsi

=
u Setup executable input file name:

[ Include all files in setup folder and subfolders
Compression of wrapped files:
None

=]
MSI output file name

M5! platform architecture
xBE

Enter License Key < Back Next > Cancel Help

) You have the latest version

Step 5: Click the checkbox next to Include all files in setup folder and subfolders.

‘.f MSI Wrapper 11.0.53.0 (unregistered version)

= [m] X
Executable -
Select the setup executable you would like to convert to an MSI file. Also, specify the file exemsi
name and path of the MSI cutput file

Setup executable input file name:

SanerMow_SiteY_Windows_xB6_6.2\SanerMow_SiteY_Windows_x86_6 2\SanerNow_Windows_x36_6.2 exe

%m:lude all files in setup folder and subfolders
CdMpression of wrapped files:
None

*?
MSI output file name:

Ci\U

Naif Download low_Site¥_Windows_xB6_6 2\SanerNow_Site¥_Windows_xi
MSI platform architecture

BB

Enter License Key < Back MNext >

Cancel Help

)Wuhovemsw
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Converting Saner Agent EXE package to MSI

Step 6: Click the three dots button next to the MSI output file name to specify the path
where the Saner Agent MSI package will be saved on the hard drive.

T MSI Wrapper 11.0.53.0 (unregistered version) = ] X
Executable
Select the setup executable you would like to convert to an M3 file. Also, specify the file
name and path of the MSI output file. exemsi

.
u Setup executable input file name:
SaneNow_SiteY_Windows_xB6_6 2\SanerMNow_SiteY_Windows_x86_6 2\SanerNow_Windows_xB6_6 2 exe

I:I Include all files in setup folder and subfolders
Compression of wrapped files:

None . I}

=]
M3I output file name:

€ \Users|SharathkumarNairDownloads|SanerNow_Windows_x86_62msi 1l - ]

MSI platform architecture
86 v |

Enter License Key < Back Next > Cancel Help

4 You have the Intest version.

Step 7: Specify the MSI platform architecture from the drop-down menu. Click the Next
button.

7 MSI Wrapper 11.0.52.0 (unregistered version) = O x
Executable
Select the setup executable you would like to convert to an MSI file. Also, specify the file
name and path of the MSI output file. exemsi

-
u Setup executable input file name:
SanerNow_SiteY_Windows_x86_6 2\SanerfMow_SiteY_Windows_x86_6 2\SanerNow_Windows_xB6_6 2 axe
[ Include all files in setup folder and subfolders.
Compression of wrapped files
MNone

4
MSI output file name

Cc\u MaifDownloal w_Windows_xB6_6.2 msi
MSI platform architecture
x86 v
x4
Enter License Key < Back Next > Cancel Help

) You have the latest version
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Converting Saner Agent EXE package to MSI

Step 8: On this screen, keep the settings unchanged. The Visibility of the MSI
package setting must be set to Visible. The Visibility of wrapped installer settings
should be set to Hidden. Click the Next button.

T MSI Wrapper 11.0.53.0 {unregistered version) = a X
Visibility in Apps & features
Decide what you want fo display in the list of installed programs exemsi

¥ You can control what you sae in list of installed Apps & Features under Window's Control Panel.

Both the MSI package and the Wrapped installer can have entries in this list. The default use of these settings
is to have the MS| visible and the wrapped installer hidden. Please click help for more information on these
seftings

Visibility of MS| package:
Visible

Normally this is visible.

Visibility of wrapped installer:
Hidden v
This is often hidden. The onginal uninstaller is triggered when the MSI package is removed.

Enter License Key < Back Next > Cancel Help

You have the latest version
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Converting Saner Agent EXE package to MSI

Step 9: On this page, click the MSI Installation context drop-down box and select

Per Machine from the drop-down list.

Click the Next button.

‘uf MSI Wrapper 11.0.53.0 (unregistered version)

Security and User Context
Set the user context and elevation requirements of the executable and M5 file

”
Q Secunty context for launching the executable:
Installing Usar v

Elevation when launching the executable:

Elevate Administrators anly v
"]
MSI installation context:
Per Machine o
Enter License Key < Back Next >

) You have the latest version

Cancel

a X

—
exemsi

Help
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Converting Saner Agent EXE package to MSI

Step 10: On this page, in the Application Id text box, enter the value as SecPod
Saner.

"’ﬁj MSI Wrapper 11.0.53.0 (unregistered version) = m] x
Application Ids =
Enter the system identification numbers used by Windows Installer exemsi

—
J Application Id:

SecPod Saned I Look up

This is used if you want to hide or remove the wrapped installer's entry in the list of installed Apps & Features.

Upgrade code:

Create New
The application id and upgrade code are needed to identify the installation package when upgraded and
uninstalled.

If you don't specify an application id then the MSI package will not be able to uninstall the wrapped installation
It is highly recommended that you specify the application id of the executable setup.

Make sure these values are correct. Click the help button for more information

Enter License Key < Back Mext > Cancel Help

) You have the latest version
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Converting Saner Agent EXE package to MSI

Step 11: Click the Create New button to create a new Upgrade code. Click the Next

button.
B4 MSI Wrapper 11.0.53.0 {unregistered version) = ] X
Application Ids =
Enter the system identification numbers used by Windows Installer exemsi
“.1 Application Id:
SecPod Saner Look up

This is used if you want to hide or remove the wrapped installer's entry in the list of installed Apps & Features.

Upgrade code:

{ACE1782D-BESD-4C15-ADF2-498DF033E42B) Ci~ate New

The application id and upgrade code are needed to identify the installation package when upgraded and

If you don't specify an applhication id then the MSI package will not be able to uninstall the wrapped installation
It is highly recommended that you specify the application id of the executable setup.

Make sure these values are comrect. Click the help button for more information

Enter License Key < Back MNext > Cancel Help

J You have the Iatest version
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Converting Saner Agent EXE package to MSI

Step 12: Click the Get from drop-down box next to the Product name input box. Select
Manual from the drop-down list.

*'.-_f MSI Wrapper 11.0.53.0 (unregistered version) — O et
Properties
Information descnbing your installabon package exemsi

Product name:

Get from:
SecPod® Saner Manual b
Manufacturer /
SecPod Technologies Pvt Lid Executable
Version:
6200 Executable o
Move: I¥ the version anly changes an the Jif position then you ger duplicare
antmes i the ks of nstaled programs.
Comments:
Executable w
Product icon:
basebd AAABAAIAICAAAAAAIACCEAAAJGAAABALAAAAALCAASADAANALAA Executabla -
lcon preview:
4 Export
: Nere: You cannor change the icon of the M5i package
Thes iwon wall be shown m the kst of instaled programs.
Enter License Key < Back Next > Cancel Help

) You have the latest version
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Converting Saner Agent EXE package to MSI

Step 13: In the Product name input box, enter the value as SecPod Saner. Click the
Next button.

i MSI Wrapper 11.0.52.0 (unregistered version) = O x
Properties -«
Information descnbing your installation package. exe msi
‘J [Froduct name: Get from:
SecPodSaner Manual v
nufacturer:
SecPod Technologies Pt Lid Executable ™
Version:
6200 Executable w

Nore: ¥ the version only changes on the fth pesion then you per dupicate
antmas 1 the kst of mstalied programs.

Commenis:
Executable w
Product icon
basebd AAABAAIAICAAAAAAIACOEAAAJGAAABACAAAAACAAIAQAAMICAA Executable bl
lcon preview:
a— Export
: Mote: You cannot change the won of the M5i package.
This icon will be shawn m the st of instalied programs.
Enter License Key < Back Next > Cancel Help

) You have the latest version.
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Converting Saner Agent EXE package to MSI

Step 14: Do not enter any information on this screen. Click the Next button.

‘.-_f M5!I Wrapper 11.0.53.0 (unregistered version) = O *
More Properties -
Information descnbing your installation package exemsi
VJ Help link: Get from:
| Manual u

Update information link

Manual
About link:
Manual ,
Contact
Manual v
%
Enter License Key < Back MNext > Cancel Help

) You have the latest version
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Converting Saner Agent EXE package to MSI

Step 15: Specify the arguments in the Install Arguments input box. Enter the
arguments as mentioned below and click the Next button.

/S /ACTIVATION TOKEN=spsaneractivation.conf

T MSI Wrapper 11.0.53.0 {unregistered version) = O *
Parameters E
Fixed parameters for the installer and uninstaller exemsi

; Install arguments: mMacros

/S JACTIVATION_TOKEN=spsaneractivation conf I Tips
Advanced
- Uninstall arguments AT
Tips
Advanced

Specify command line arguments that are abvays used when running the wrapped installer and uninstaller.

Nate: When you install the MSI using msiexec exe you can specify additional arguments.

Enter License Key < Back MNext > Cancel Help

) You have the latest version

D Important

Ensure that the spsaneractivation.conf file is present in the same directory where Saner Agent.exe
exists.
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Converting Saner Agent EXE package to MSI

Step 16: Do not enter any information on this screen. Click the Next button.

{ﬁj MSI Wrapper 11.0.53.0 (unregistered version)

Actions

Run a command line before and after the executable installer is run

‘ !! Before install command line:

O X

©
exemsi

macros

Aftar install command line:

You can choose to run a command line before and after the wrapped executable.
These commands could be batch files, which you include in the M5! by selecting
“Include all files...” on the executable page.

The current directory at the time of execution is the temporary folder where are all
the wrapped files are extracted to.

Enter License Key % < Back Mext > Cancel

J You have the latest version

macros

Help
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Converting Saner Agent EXE package to MSI

Step 17: Click the Build button.

7 MSI Wrapper 11.0.53.0 {unregistered versian) = O x

Summary

) [ ==
Rewiew your selections before building the MSI file.

exemsl

Summary

BUILD INFORMATION SUMMARY

Source Executable: C\Users\SharathkumarNair\Downloads
\SanerNow_SiteY_Windows_x86_6 2\SanerNow_SiteY_Windows_x86_6 2\SanerMNow_Windows_xB6_6.2 exe
Include files: no

Elevate Executable: administrators

Compression: None

Platform: x86

Impersonate: yes

Registration of MSI package: Visible

Registration of wrapped installer: Hidden

Elevate Executable: administrators

PerUser: auto

InstallPrivileges: Elevated

Target MSI File: C\Users\SharathkumarMaif Downloads\SanerMNow_Windows_x86_6.2 msi
Product Name: (detect from executable)

Product Version: (detect from executable)

Manufacturer, (detect from executable)

leon: (detect from executable)

Comment |(detect from executabla)

Help Link:

Update Link:

About Link:

[ Save Settings

Enter License Key I} < Back “ Cancel Help

J You have the latest version.

Step 18: A prompt appears on the screen. Click the No button.

Registration Information L}

Please note that you are using an unregistered version of the MSI
Wrapper. All features are enabled but you get the following text
added to your installed product name:

UNREGISTERED - Wrapped using MSI Wrapper from www.exemsi.com

Do you want to know more about the registered version?

Yes No
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Converting Saner Agent EXE package to MSI

Step 19: The MSI package is created and stored at the location you specified in Step 5.

You can click the Open Folder button to access the MSI package.

; ".f MSI Wrapper 11.0.53.0 (unregistered version) — O *
Status -
Below you will see any status information from your build exensi
Status

You've successfully built an MSI| package.

Install MSI Open Folder

Enter License Key < Back Exit Cancel Help

) You have the latest version

Deploying Saner Agent MSI Package using Active Directory Page 19



Converting Saner Agent EXE package to MSI

Creating a Shared Distribution Point

Follow the below steps to create a Shared Distribution Point.

Step 1: Log on to the server machine as an Administrator.
Step 2: Create a shared network folder to place the Saner Agent MSI package.
Step 3: Set permissions on the shared folder to allow access to the distribution point.

Step 4: Copy the Saner Agent MSI packages into the shared folder.

Creating a Group Policy Object

Follow the steps below to create a Group Policy Object to deploy the Saner Agent MSI
package.
Step 1: Press [Windows Key + R], type “gpmc. msc” and click OK.

Step 2: Right-click on your domain, select Create a GPO in this domain, and Link it
here.
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Creating a Group Policy Object

Step 3: Provide a name for the New GPO and click the OK button.

8L Group Policy Management
5, File Action View Window Help

- 8 X
e am o XEC HBm
_ﬁ Forest: trs.secpod
v (5 [_Jomains Linked Group Policy Objects ' Group Policy Inheritance  Delegation

v i trssecpod
=/ Default Domain Policy

| UkOrer  GPO Enforced
New GPO b

bharath

Name:

|SecPod SanerMow Agert|

Source Starter GPO:
{none)

Cancel
=] Starter GPOs
@ Sites
sE Group Policy Modeling
¢ Group Policy Results

You have successfully created a new Group Policy Object.
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Converting Saner Agent EXE package to MSI

Uploading the Saner Agent in MSI format into GPO

Follow the below steps to assign the Saner MSI package to the Group Policy Object.

Step 1: Right-click on the newly created Group Policy Object and click on Edit.

2 Group Policy Management -
3, Group Policy Manag O d
5l File Action View Window Help - 8 %
e | 7@ 8 XE 0 BE
_'L\. Forest: trs.secped test
v 5 I:_Jomams Linked Group Policy Objects  Group Policy Inhertance  Delegation
v _fj trs.secpod -
| Default Domain Polic Link Order GFO Erforced
Y
EEI Secpnd Camearblau A ammt
:‘I'_'I test Edit...
3| com Enforced
2] dfsd ' Link Enabled
%‘ Dom Save Report...
o | dot
2| Indiz MNew Window from Here
I Usa
2 with Delete
= Grou Rename
& WMI Refresh
] Start
i Sites Help
st Group Policy Modeling
¢ Group Pelicy Results
< »

Open the GPO editor
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Uploading MSI file into GPO

Step 2: Expand the Policies folder located under Computer Configuration to access
the Software Settings folder located

=] Group Policy Management Editor - O it
File Action View Help
e 2R Ee=HE

_,P SanerMow Agent [WIN-3KUZAU|| Name Version Deployment st..  Source

v i Computer Configuration || BS1c. pod® Saner- UNR... 62  Assigned
~ || Policies
w || Software Settings
Software installat
~| Windows Settings
| Administrative Temp
| Preferences
w i, User Configuration
| Policies
| Preferences

Step 3: Right-click on Software Installation, select New, and select Package. Browse
to the location where the Saner Agent MSI package is on the Shared Distribution Point
and click Open.

Step 4: Choose the deployment method as Assigned and click OK.
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Converting Saner Agent EXE package to MSI

Deploying Saner Agent on Endpoints

The Active Directory GPO pushes the Saner Agent package to the endpoints that are

part of the domain. The package gets silently installed on the device when the endpoint
reboots.

You can log in to the device and check if Saner Agent is installed. Go to Control Panel.
Click on Programs and Features. You should find SecPod Saner in the program
list.

= (=] X
[# » Control Panel > All Control Panel Items > Programs and Features
Control P | b e
Uninstall or change a program
Vi To uninstall a program, select it from the list and then click Uninstall, Change, or Repair
us
off -
Organize = )
Name Dulichar Inctalled O Size
-
-
’
& Remote Deskiop Connection Microsoft Col 9/14/2023
S5 Sechod Saner (N SecPod Technolog: 12/1/2022 6200
B sheets Google\Chrome: 9/26/2023 10
Shotcut Weltytech, LIC 272003 21221
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Deploying Saner Agent on Endpoints

Alternatively, you can log in to the Saner CVEM web console. Go to the Managed
Devices page to check if the Saner Agent has been activated and is visible on the
Managed Devices page.

SanernoOw Managing sitex - @ Q, MonJun17 2:05:01PM E & TW_demo_account v
Managed Devices m n . E m

Groups Q  AllDevices =os:allos Family: Allselected (4)~ W Tags: All Tags search... a @ s~ G
m Host Name {:‘ IP Address MAC Address Operating System Managed By Group Tags Status 0
Ef auth-win-1929739750rs.5 192.168.4.147 CEDB65.6A.58.07  MicrosoRt Windows 10 Pro v22H2 architecture 64-bit 62.00noui-l-exex86  windows 10 2 w & o0
Unmanaged Devices
p-rg 192.168.3.124 c S-82.04AB  Microsoft Windows 11 Enterprise v23H G4-bit 6.2-0.0-noui-1-exex86  windows 11 » w & o,
Unassigned Devices
3 prod-demo-ubuntu-1 192.168.2.62 R3BTAGICCLT Ubuntuvz2.04 architacture KB6_64 6.2-0.0-noui-1-dphg 64 ubuntu > ® & o, O
Disabled Devices
-l 11 192.168.2.209 82:39.D0-04-68-52  Red Hat Enterprise Linux v8.0 architecture x86_64 6200-noui-lpmaG4  redhat 2 ® & o»
All Groups
G tw-demo-ubuntu 192.168.4.102 42CTATSAOLTF  Ubuntu v22.04 architecture xB6_64 6.2-0.0-n0ui-1-dpkg 64 ubuntu » ® & 0
neral purpose 4
L= 1682.24 192.168.2.247 06.9AC45A4B30  Microsolt Windows 101703 & wirdows 10 - w 2
s 2 O 1921683175 192.163.3.175 GA-08-D2-AE-BAES  Linux4.15-58 Q grenipurpose > W bl u
ubuntu 15 192.168.2.24 461648981448  Microsolt Windows Server 2022 & windowsserver202 2 @ gl
windows server 2022 1 Q 192.1682.78 192.168.2.78 928AATBESCE?  Linux415-58 4 generslpurpose 2 @ bl 0
red hat . O 192168215 192.168.2.157 €60329.20-98-B6  Linux3.00-4.11 & genenlpupoze > W O O
192.168.3.203 DEC1-BFSCCE3A  Linux5.0-54 & general purpose 2 ®w 2
windows 11 1
Q@ auth-ubuntu- 188 192.168.2.70 CLE9.3T9ATATE  Ubuntuv22.04 architecture xB6_64 q ubuntu - » O D
Mac0s 0
3 auth-ubuntu-1138 192.1683.78 DE-31-3F-AA-A3-93  Ubuntuv22.04 architecture x86_64 4 ubunty 2 w o
RHELY 0
3 auth-ub 192.168.3.67 DA996FE9.ST8F  Ubuntuv22.04 architecture xB6_64 Q ubunty 2 [} 0
Ubuntu 22.04 0
G auth-ubuntu-12094 192.168.2.92 36-DL.03-01-50-10  Ubuntu v22.04 architecture x86_64 Q ubunty & w D
SLES1S 0
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